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Abstract: Based on the rotating S-box masking (RSM) proposed by Nassar et al, a low-entropy masking scheme for the
advanced encryption standard (AES) was proposed. Reducing the area complexity by reusing the S-boxes, improving the
hardware security by shuffling operation and improving the throughput by pipelining operation were the main idea of the
proposed scheme. For the AES, the number of S-boxes could be reduced from 16 to 4 (key expansion module wasn’t in-
cluded). Compared with the RSM, the combinational logic, the dedicated logic and the memory size are reduced to 69%,
60% and 80% respectively. In addition, the theoretical analysis shows that the proposed scheme can resist offset based
CPA attack, thus has higher security than the RSM.
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DRI 2h CPA S ) v [ 5 %85 51 1) (R 6 305
7 AT B 1, BT DI I ) (AR MR
AT B, RUAAEDG, 5 mT LAE B N2 7y
FATPL CPA. {ESCHR[141R 4 T —FiEnd Jr ZE fig
THHRAH CPA [PE B, WiE 3 1 .

EE 1 HEETEAALE 0 AP RE
Uiy, s EATTIRRBERR A A 2R 0C, T HL
uyuy e, IRVIE A M 256 53 AT AN 52 26 81 IR AT 4] 58
W, AT LA B % 5 S e AR — A R =i CPAL

G FRS P =, HHp, w25
POs S, x RBEPLEERD . B4 W R
i PR AR, AT IR B 2 A RE v A —
By CPA . [ 2L, R & A nm>D) A f [ {H
u, =u,®x (1<i<n), Hu,u,,u,
BNk INFE3 53 o A, I 4 BE AL AR & 34T HE RS,
gy, o, [FREAH AT, FF e

P(ui :alﬂu'Z :az’...’u;l :an) =

Uy, Uy, Uy

Plx,=u,@a,x,=u,®a,,,x, =u, @a,)=
P(x, :a;>x2 =a'2,--~,xn :ar'z):P(‘xl :all)'
1
N +1 (1
i, a0, 0, Ay, u, TAEEAL: N A%
R, &R RMECY 8 I, N=255,
1 A 8wy uy, oo, IRVIE A 56 53 AT 55 25 BH AN A
Ko B n(n>1) AR (1) T AME RS MR 0 A
HHAMK. BT S SILHHER T 21 b ) 45 51
BRI A RIS, WA 1 wE, S &t
FHENS 7 RAE B ERERE BT 18 =i f CPA.

IEAh, SCHER[14-15145H, RSM J7 %112 A A
ELLF 2 AN

1) RSM 5 A E 4 e alidffl, 73301
B DL A7 AR 8 1A, BT HW(m; XOR
mjr1)=4, HW(mo XOR m;5)=8.

2) ZJTEM S R WAL AN EEL A 1

S LN HER 7 FAH WA [ oL 7 A
ALELE DIFAE, HH S Gt RS 7 A5 221
WAL, DRI 2) kb, &1 45 T 4 #0057
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¥ iR o540 &

EI AT

zr LRk, S SRS 5 T A S
BEHAAHIG, T LHPT— I A= 16 CPAs R HE
1 1 L 328 BCRT =2 1 AR 3 BE AT, (AR AR
T AT S B A 2 5 IR i A B LA, DRIt T
DAHRAHIJE T (&% 2 1) CPA.
53 SHihARMLLE

FEAR RSB0 7 2R, %5 AES Inss 802 10 TG #e
i AES 5% RSM 5% vRsM 7 s &
LD )7 VEHEAT Verilog 4%, J7F FPGA L
SEHL. BRI FPGA & A% Cyclone I &%)
(EP3C120F78017), BBRLZEG SRR 2 P,

2, B NI E S LA T RS 5 %
P IS8, “+7 SRR E ot “-7
SREWA I E . IR 2 PREBSE T, ANSCHE
W S Sty R HF N S S H 2

RSM ﬁ;%sa@% RFHEAY R, Bk

T g /b T T BT84 - S S L MR 7 T B
3 184 AN, B ITHN RSM T &
1] 58%-+ VRSM J7 %11 61%. TLHENS AES 77 %11
63%; i, KPR PITTH 2766 4, AEIEH
BT 1 838 A4, Frifa (AFifN /2 84 545 fir, HoK
/Ny RSM J7 %€ \VRSM T Z AU HERS J7 %211 21%.
AP T EAEAT T AR AR N R HR AT
X, PIUERR 1 B AR 4 AR, 2 AR 3
P70 4 4%,

TS AES 7%, RSM 5 & K S At
1577 %8R /K 2 i) J7 S8, 1920145 Rk 3
Frre MR 3 ml4, S Gt HHERY 7 A T 4352 4
BEHRIT, & RSM FEM 39%; 442 HIT
31986 A, 4 RSM 7 %M1 31%; WP 4 500
42204, /& RSM J7 %M 40%; {76074 81 956 47,
J& RSM %1 20%. g5 oK, S &t HHEnS 7%
1 SRR e 2 EAT BRI RIS %
TSR BT SEIA ST %8, 4 AN 128 A7 BSOS

%1 RS
VES -y SCA b SCA FET A R — B CPA
THERD AES 5% X X X
RSM J7 % o O X
vRSM J5 %! @) @) X
S Gk HEN 5 % @) @) 0
e )7 RELBEGIL, “o” MREIRPIGL .
%2 47 S EXWAELLR
VES S ME A HIEN  SOBEE A WFEEIUA  AEBERITA  IERAVAL 128 SN T A
A AES 5% 16 5080 1500 5065 409 600 10
RSM Jj % 16 16 5512 (+9%) 220 (-85%) 5497 (+9%) 409 600 (+0%) 10
VRSM 5" 16 16 5202 (+2%) 220 (-85%) 5399 (+7%) 409 600 (+0%) 10
S F kRS 5 % 4 6144 3184 (-37%) 2766 (+84%) 1838 (—64%) 84545 (=79%) 40
e S EAEH AN A B AL, HERDE ML B S 2 E FIRERCH (16) 46 1 I ] RETS B«
%3 MK LI SR b
UIES MDA T/ i S T/ RS sE N T APt R ANAL 4128 {LH5 0 Fr 75 i 39
JCHERD AES 5% 9975 9369 5915 409 600 4
RSM J5 % 11119 (+11%) 10530 (+12%) 6459 (+9%) 409 600 (+0%) 52
S G T % 4352 (=56%) 4220 (=55%) 1986 (—66%) 81956 (—80%) 91
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P, DU WG RE AR (AL 24 (B 2x3x4) Ffra]
g, FEIEREREA P A — RS (E N XA 256 (R
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AL 128 4, FERI KL AR & R gt fe .
S S5 R, AT R T ZAN T RSM TR K
R AR T TR 28, S BB N 16 ANBRA
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